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programs for the use of electronic data processing, or who in any other manner 

attempts to affect the results of such data processing” is guilty of computer fraud. 

Sweden  

Sweden has made “data trespass” a crime. Any person who unlawfully procures 

access to a recording for automatic data processing or who unlawfully alters or 

deletes or inserts such a recording in a file shall be sentenced for data trespass 

to a fine or to imprisonment not exceeding two years, unless the offence is 

punishable under the Penal Code. Equivalent to a recording in a file is, in this 

respect, information being transmitted by electronic or similar means to be used 

in automatic data processing. 

Australia  

Australia’s Crimes Act 1914 establishes four cyber-offenses:
 
unlawful access to 

data in Commonwealth and other computers,
 
damaging data in Commonwealth 

and other computers, unlawful access to data in Commonwealth and other 

computers by means of Commonwealth facility, and damaging data in 

Commonwealth and other computers by means of Commonwealth facility. 

Iran  

A study published in December of 2000 found that Iran had no cybercrime 

specific laws in place. It noted that “for the past six years Iran has examined 

various aspects of cyber law including computer offenses, but so far no laws 

have been adopted.
 
In June of 2001, the Iran Telecommunications Company 

issued regulations “to filter all materials presumed immoral or contrary to state 

security, including the Web sites of opposition groups,” and to bar Internet access 

for those under eighteen. 
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Japanese officials announced that they intended to put forward legislation which 

would criminalize the online transmission of child pornography; while the sale and 

distribution of child pornography is already illegal in Japan, the law does not 

outlaw “showing pornographic images of children on websites. 

 

India  

India’s cybercrime legislation is set out in “The Information Technology Act, 

2000”.
 
The offenses are set out in Chapter XI of the Act.

 
They include: tampering 

with computer source documents,
 
unauthorized access, damaging or destroying 

computer data; publishing obscenity; disclosing confidential information without 

authorization, publishing a false digital signature certificate, and creating or 

publishing a digital signature certificate for fraudulent purposes. 

Pakistan  

Pakistan enacted the PAK Ordinance, which specifically addresses hacking, and 

virus related offenses.
 

The PAK fails to address obscenity, cyber fraud, 

intellectual property rights, content filtering, censorship and spamming. Instead, it 

leaves these offenses to be covered under existing common law. Section 32 of 

the Pak makes international offenders liable. 

Bangladesh  

Bangladesh’s responses to a United Nations survey on cybercrime law indicate 

that it has not adopted cybercrime-specific penal legislation. But the country 

enacted ICT act in 2006 (amended 2013) and going to endorse a cyber-crime law 

shortly.133 

                                            
133 Ibid., 90-152. 
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International Telecommunication Union (ITU)  

The International Telecommunication Union (ITU) is the United Nations 

specialized agency for telecommunications. It was established in 1865 as an 

impartial, international organization within which governments and the private 

sectors could coordinate the operation of telecommunication networks and 

services, and advance the development of information and communication 

technology (ICT). Today, ITU is also devoting considerable effort to bridging the 

digital divide and bringing the benefits of ICT to all. ITU Global Cyber security 

Agenda (GCA) is a framework for international cooperation aimed at enhancing 

confidence and security in the information society. The GCA is built upon the 

following five strategic pillars, also known as work areas: 

�¾ Legal measures 

�¾ Technical and procedural measures 

�¾ Organizational structures 

�¾ Capacity building 

�¾ International cooperation 

United Nations  

The General Assembly of the United Nations by resolution A/RES/51/162, dated 

the 30th January, 1997 adopted the Model Law on Electronic Commerce adopted 

by the United Nations Commission on International Trade Law which is closely 

related to e-trade or e-finance even with e-banking. The said resolution 

recommends inter alia that all States give favorable consideration to the said 

Model Law when they enact or revise their laws, in view of the need for uniformity 



 P a g e|109 

simple know an attacker is responsible for the crime, the forensics investigation 

must be carried out in a precise manner that will produce evidence that is 

amicable in a court room. For computer intrusion forensics many methodologies 

have been designed to be used when conducting an investigation. A computer 

forensics investigator also needs certain skills to conduct the investigation. Along 

with this, the computer forensics investigator must be equipped with an array of 

software tools.141
 

Computer Forensics can further be defined as the application of computer 

investigation and analysis techniques in the interest of determining potential 

evidence, which might be sought in a wide range of computer crime, or misuse, 

including but not limited to theft of trade secrets, theft or destruction of intellectual 

property, and fraud.142 Robbins, a computer crimes specialist and investigator 

said that “Computer forensics is simply the application of computer investigation 

and analysis techniques in the interests of determining potential legal evidence.”  

New Technologies Inc. expands on Robbins’ definition. “Computer Forensics 

involves the preservation, identification, extraction and documentation of 

computer evidence stored in the form of magnetically encoded information 

(data).143 

According to Robbins the key here is “potential legal evidence.” The data 

obtained by a related investigator must be able to hold up under the scrutiny of a 

court of law to be useful. An investigator must keep in mind and assume that any 

                                            
141 Nathan Balon, Ronald Stovall and Thomas Scaria, “Computer Intrusion Forensics,” 1.  
142 Robbins, Judd. “An Explanation of Computer Forensics,”  
143 http://www.giac.org/paper/gsec/559/computer-forensics-overview/101340 (Accessed on: 

May 25, 2015). 
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Laundering Prevention Act, 2012, Anti-terrorism Act, 2009. In all above 

mentioned laws there is no single provision that carter for the use of electronic 

banking operation in Bangladesh despite the fact that there were enacted during 

the era of electronic banking. Actually ICT act, 2006 is legitimate for e-banking 

operational security. Very few section of this act discussed punishment against 

cyber crimes or heist. But it is merely not possible to cover all the things by 

executing just only one act. In order to control cyber crime at an affordable mark 

country needs to enact one specific cyber law to punish cyber offences. National 

Cyber security Strategy prioritized on legal measures to mitigate security threats 

which will be a comprehensive set of national cybercrime legislation that is 

regionally and globally applicable and harmonized.146  

 
Except above mentioned laws or acts some more important regulations and 

guidelines are Guideline on ICT security for banks and financial institutions, 2010, 

Risk Management Guidelines for Banks, 2012, Regulations on Electronic Fund 

Transfer 2014, Bangladesh Payment and Settlement Systems Regulations 2014, 

BEFTN operating rules and so on. It is said that President’s order no.127 of 1972 

(Bangladesh Bank Order, 1972) are also considered as important regulation 

focusing basically on central bank’s nature, functions, scope, responsibilities etc.  

Further it is argued that operation of banking through electronic medium should be 

accompanied by adequate and effective legal framework.147 In banking industry 

difficulties is every day story for e-players. Some major laws or acts are still not 

                                            
146 Information and Communication Technology Division, The National Cyber security 

Strategy of Bangladesh (March 03, 2014) 
147 Mayonga Nguhecha and  Shepo M. John, “Law relating to e-banking in Tanzania:  an analytical overview of 

data protection in e-banking,” (University of IRING, Tanzania,  2014), 35-37.  
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(zd) "public key" means the key of a key pair used to verify a digital signature and 

listed in the Digital Signature Certificate; 

(ze) "secure system" means computer hardware, software, and procedure that— 

(a) are reasonably secure from unauthorized access and misuse; 

(b) provide a reasonable level of reliability and correct operation; 

(c) are reasonably suited to performing the intended functions; and 

(d) adhere to generally accepted security procedures; 

(ze) "secure system" means computer hardware, software, and procedure that— 

(a) are reasonably secure from unauthorized access and misuse; 

(b) provide a reasonable level of reliability and correct operation; 

(c) are reasonably suited to performing the intended functions; and 

(d) adhere to generally accepted security procedures; 

(zf) "security procedure" means the security procedure prescribed under section 

16 by the Central Government; 

 (zh) "verify" in relation to a digital signature, electronic record or public key, with 

its grammatical variations and cognate expressions means to determine 

whether— 

(a) the initial electronic record was affixed with the digital signature by the use of 

private key corresponding to the public key of the subscriber; 
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2001, which were the findings of a working group on internet banking148 (then on 

information security in 2011) like India many countries in the world have been 

enacted and timely revised specific laws and regulations for e-banking in a 

changing electronic era. 

On the other hand in Bangladesh, the Negotiable Instruments Act, 1881, The 

Bankers’ Book Evidence Act, 1891, ICT act 2006 amended frequently but it didn’t 

knock those particular sections which are associated directly with e-banking 

operation and its security. Still the Negotiable Instruments Act, 1881, The 

Bankers’ Book Evidence Act, 1891, facilitate paper based transactions which 

apparently are not applicable to technological changes or electronic transactions 

that are currently taking place in Bangladesh. 

Rather, Bangladesh doesn’t have any cyber law. The Bangladesh Computer 

Security Incident Response (BD-CSIRT) is entrusted with protecting websites of 

government and other organizations from cyber-attacks but its capacity is limited. 

The Bangladesh Telecommunication Regulatory Commission (BTRC) and ICT 

division of Ministry of ICT has combinely planned to prepare a long-term cyber 

security strategy to protect computers, networks, programmes and data from 

unintended access and destruction. Mustafa Jabbar, former president of 

Bangladesh Computer Samity (BCS) said that existing cyber security is very 

vulnerable and fragile, which might lead to disaster anytime in future. Country’s 

financial institutions including banks are vulnerable to possible cyber-attack. The 

IT analyst suggested that presently the government is following ICT act to deal 

                                            
148 Virender Sing Solanki, “Risks in e-banking and their management,” International Journal of 

Marketing, Financial Services & Management Research 1, Issue 9 (2012):169-170. 
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with the cybercrime, which is not desirable. So that government should enact a 

cyber-security law immediately, taking the opinion of all parties including experts 

into account.149  

ICT act of Bangladesh does not define what the cyber law by any section is. But 

cyber laws are contained in the ICT act 2006. Therefore this act present the legal 

infrastructure for e-commerce and others legal solution relating with cybercrime in 

Bangladesh. Rather sections and clauses of ICT act, 2006 is not so obvious or 

distinct from technical viewpoint. The country further amended ICT act 2006 last 

9 October 2013 where it amended section 54 (2),  which increased punishment 

(imprisonment) from 10 years to 14 years for cyber offences and according to 

section 76 (2) ka (K) & kha (L) offences mentioned in section 54, 56, 57 & 61 

would be considered as cognizable and non-eligible for bail. But sections or 

clauses regarding security mechanism like the term “asymmetric crypto system”, 

“public and private key”, “secure system”, “security procedure” , “communication 

device”, “cyber security” and so on didn’t mention and explain clearly as section 

2(1) (f), 2(4) z (zc), (zd), (ze) & (zf)  of IT act, 2000 and 2(h) (ha) and (nb) of IT 

(amendment) act 2008 of India or other country’s act mentioned clearly in their 

respective ICT act. Study found that in Bangladesh many laws and regulations 

have evolved to regulate and control e-banking operation but it seems to be 

insufficient, inadequate and unsupportive in term of security viewpoint for both 

bank and customer. So, legal requirement on e-banking is today’s demand to 

fulfillment of consumer legal expectations.   

                                            
149 “Plan to craft strategy as cybercrimes crank up,” The Financial Express, 14 May, 2015, 

Sec. Trade  & Market, 17. 
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Chapter V I 
Data Analysis,  Interpretation  and Findings   

Introduction  

This chapter basically comprised the results of data analysis, interpretation and 

findings of the study. Each hypothesis is being empirically tested applying 

Pearson’s Chi-square (X2) test and Pearson’s Correlation Coefficient (r) test to 

find the relationship among the variables through SPSS software. It can be a 

positive or negative relationship, as long as it is significant. Testing results of five 

drawn hypotheses and to meet core objectives of the study data is carried out in 

two phases. The first phase, which is based on the questionnaire, the results of 

frequency distribution tables collected first hand data from respondents. The 

second, which is also based on the questionnaire, deals with a quantitative 

manner were tested by Chi-square and Correlation Coefficient. The purpose of 

this study was to identify whether the system ‘e-banking process’ is vulnerable or 

not and which factors are affecting security vulnerabilities of e-banking services.   

 

6.1 Frequency Table  
 

A frequency table (distribution) is most simple way to present the number of 

occurrences of a particular value or characteristic. After completion of data 

collection it is to organize in a meaningful form so that data can be presented 

easily and in a meaningful way.  

 

These tables discussed the important e-banking securities flaws and other 

related issues using percentage distribution of the respondents from different 

directions which are very simplest way to understand the obtainable result. 
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Table: 6.2.4  Percentage distribution of using antivirus software in every 
single PC . 

Did you install antivirus software in every single PC? 
 

 Frequency Percent Valid Percent Cumulative 
Percent 

Just installed after 

purchased from vendor 
14 28.0 28.0 28.0 

Configured correctly 

after purchased from 

vendor 

36 72.0 72.0 100.0 
Valid 

 Total 50 100.0 100.0  

Result indicates that  about 72% respondents configured correctly after purchased 

from vendor and the rest 28% respondents inform the just installed antivirus in 

every single computer after purchased from vendor without configuration. From 

this particular point of view, the system is comparatively secured.  

Table: 6.2.5 Percentage distribution about type of network use in delivering 
services to the bank customer . 

What type of network you use for delivering your services to the customer? 
 

 Frequency Percent Valid Percent Cumulative Percent 

Internet 5 10.0 10.0 10.0 

VPN 39 78.0 78.0 88.0 

PN with encryption 6 12.0 12.0 100.0 
Valid 

Total 50 100.0 100.0  

 

Above table represents that about 78% respondents told that they used VPN for 

delivering their services to the customer where 12% used private network with 

encryption and the rest 10% respondents used internet. VPN is more secured 

than open internet.  
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Table: 6.2.10 Percentage  distribution about  checking and  clean ing  branch 
computer and other digital devices   (physical security)  

 

Do you clean and check branch computer and other digital devices regularly?  
 

 Frequency Percent Valid Percent Cumulative Percent 

When problem occurred 22 44.0 44.0 44.0 

After 6 months  12 24.0 24.0 68.0 

Regularly 16 32.0 32.0 100.0 
Valid 

Total 50 100.0 100.0  

 

About 44% respondents stated that bank checked physical security of hardware 

when problem occurred, other 32% opined that it was checked on regular basis 

and the rest 24% informed that it was checked six months basis. Regular basis 

trouble shooting is more secured in this regard.  

 

 

Table: 6.2.11 Percentage  distri bution about data transmition from one 
location to another.  

In which form your data transmit from one location to another? 
 

 Frequency Percent Valid Percent Cumulative 

Percent 

Plain text 26 52.0 52.0 52.0 

Cipher text (encryption) 24 48.0 48.0 100.0 Valid 

Total 50 100.0 100.0  

The result interpreted that about 52% respondents addressed  that data transmit 

from one location to another as plain text. On the other hand, 48% opined that it 

transmits in the form of cipher text (in the form of encryption). Hence, it is very 

risky to transmit valued data without encryption. 
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Table: 6.2.16  Percentage distribution about customer access in computer 
enclave.  

Can customer get access easily in your computer enclave? 
 

 Frequency Percent Valid Percent Cumulative Percent 

Yes 13 26.0 26.0 26.0 

Depend 19 38.0 38.0 64.0 

No 18 36.0 36.0 100.0 
Valid 

Total 50 100.0 100.0  
 

The table represents that 26% customer can get easily access in the computer 

enclave or room, 38% customer can go computer room depending on situation 

and 36% cannot get access in the computer room of the bank. So, it appears little 

bit vulnerable. 

 

Table: 6.2.17 Percentage distribution about installation of CCTV in branch 
to  detect fraud and forgeries.  

Did you install CCTV in all important branches to detect fraud and forgeries? 

 

 Frequency Percent Valid 
Percent 

Cumulative 
Percent 

No, it is available at few 
branches 33 66.0 66.0 66.0 

Yes, it is available at all 
branches 

17 34.0 34.0 100.0 
Valid 

Total 50 100.0 100.0  

 

From the above table the opinion of the 66% respondents are very few branches 

installed CCTV.  The remaining 34% respondents informed that the CCTV is 

available in every branch. It’s a bad practice which cannot track fraud and 

forgeries in branch location. 
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Table: 6.2.22 Percentage distribution about checking of specific software 
security system  by audit team . 

 

Do you check IT banking specific software security system (e.g. Officers’ User 

name and password nomination, cancelation, password change timely, 

database security, network security etc.) by audit team? 
[ 

 Frequency Percent Valid Percent Cumulative Percent 

No 10 20.0 22.2 22.2 

Yes 35 70.0 77.8 100.0 Valid 

Total 45 90.0 100.0  

Missing System 5 10.0   

      Total 50 100.0   
 

 

The result of the above table represents that 70% are inquired by audit team and 

20% are not.  

Table: 6.2.23  Percentage distribution about checking of  branch  daily 
transaction list.  

Do you check daily transaction list of branch after transaction? 

 Frequency Percent Valid 
Percent 

Cumulative 
Percent 

No, we don’t check 1 2.0 2.0 2.0 

Yes, we check by IT operation officer 16 32.0 32.0 34.0 

Yes, we check by other officers 33 66.0 66.0 100.0 
Valid 

Total 50 100.0 100.0  
 
 

The result interprets that 2% didn’t check daily transaction list, 32% checked daily 

transaction by the IT officer and 66% checked daily transaction other than IT 

officer. It’s, a good practice for bank people thus the transaction can be 

comparatively safe. 
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Table: 6.2.28 Percentage distribution about IT security has an im pact on 
business image.  

Do you think that IT security has an impact on business image? 
 

 Frequency Percent Valid Percent Cumulative Percent 

Yes, moderately 17 34.0 34.0 34.0 

Yes, strongly 33 66.0 66.0 100.0 Valid 

Total 50 100.0 100.0  
 

About 66% respondents indicate IT security has an influence on business image 

strongly and the rest 34% stated moderately. So, bankers need to bring attention 

about security as their system should be running safe and secured. 

Table: 6.2.29  Percentage distribution about ability of secured e -banking to 
minimize cost and increase profit , reputation and 
accou ntability  

Do you think that secured e-banking can simultaneously minimize transaction 

costs, increase profit and reputation, gain competitiveness and accountability of 

bank? 

 Frequency Percent Valid Percent Cumulative Percent 

Little bit 2 4.0 4.0 4.0 

Yes, of course it is 48 96.0 96.0 100.0 
    
Valid 

Total 50 100.0 100.0  

 

About 96% respondents stated that secured e-banking can simultaneously 

minimize transaction costs, increase profit and reputation, gain competitiveness 

and accountability of bank and the rest 4% spoke little bit. Hence, secured 

system can only ensure above stated matters. 
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6.3 Frequency t ables of DBBL  

Table: 6.3.1  Percentage distribution of the respondents of major security 
used in banking software.  

What are the major securities that used in your banking software? 

 

 Frequency Percent Valid Percent Cumulative 
Percent 

First Factor Authentication 10 20.0 20.0 20.0 

Second Factor 
Authentication 40 80.0 80.0 100.0 

    
Valid 

Total 50 100.0 100.0  
 

 

From the above table, 80% respondents used second factor authentication as the 

major security of their banking software and about 20% respondents used one 

factor authentication as the major security of their banking software. It’s a good 

practice and the system is proven safe and secured. 

Table:  6.3.2 Percen tage distribution of the respondents of second (two) 
factor authentication guarantee 100% protection theft of user 
credentials  

Do you think second (two) factor authentication guarantee 100% protection theft 

of user credentials? 

 Frequency Percent Valid Percent Cumulative Percent 

No 25 50.0 50.0 50.0 

Yes 25 50.0 50.0 100.0     Valid 

Total 50 100.0 100.0  
 

According to above table 50% respondents did not sure two factor authentication 

guarantee 100% protection theft of user credentials and the rest 50% 

respondents informed two factor authentication ensure 100% guarantee to theft 

of user credentials. Banker’s lake of knowledge regarding theft of credentials is 

found. So, system seems to be vulnerable. 



 P a g e|145 

Table: 6.3.7  Percentage distribution about use of network protocol 
security suit like IPSec or SSL or any digital certificate by 
bank.  

Do you use network protocol security suit like IPSec or SSL or any security 

certificate? 

 Frequency Percent Valid Percent Cumulative Percent 

No 8 16.0 16.0 16.0 

Yes 42 84.0 84.0 100.0   Valid 

Total 50 100.0 100.0  
 

The result implies that about 84% respondents told they used digital certificate or 

network protocol security suit like IP Sec or SSL and the remaining 16% didn’t 

use digital certificate or network protocol security suit like IP Sec or SSL. Hence, 

opinion of majority proves that their web site or communication system has 

technologically strong and sound.  

Table: 6.3.8  Percentage distribution about the solutions to the security 
issues for secur ing  end-to -end transaction.  

What are the solutions to the security issues for securing end-to-end 

transaction? 
 

 Frequency Percent Valid Percent Cumulative Percent 

Hardware-based solutions 5 10.0 10.0 10.0 

Software-based solutions 
involve the use of encryption 

5 10.0 10.0 20.0 

Hybrid (Combination of the 
two) 

40 80.0 80.0 100.0 

 Valid 

Total 50 100.0 100.0  
 

Above table represents that about 80% used hybrid system to secure end-to-end 

transaction and the rest 20% used both the hardware and software-based 

solutions. Hence the system is sensibly safe. 
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Table: 6.3.14 Percentage distribution about retrieve of data backup 
process.  

Do you retrieve data backup (test basis)? 

 Frequency Percent Valid Percent Cumulative 
Percent 

After six months 30 60.0 60.0 60.0 

Regularly 20 40.0 40.0 100.0 
     
Valid 

Total 50 100.0 100.0  
 

About 60% retrieved backup after six months basis and the rest 40% retrieved 

their backup data regulary. 

Table: 6.3.15 Percentage distribution about disaster recovery site.  

Do you have a disaster recovery site? 

 Frequency Percent Valid Percent Cumulative Percent 

At Head office premise 5 10.0 10.0 10.0 

Outside of bank premise 45 90.0 90.0 100.0      Valid 

Total 50 100.0 100.0  

90% opined it is outside of bank premise, where 10% respondents told it is 

situated at head office premise. 

From the above table, it is found that 90% respondents specify they preserved 

backup data outside of bank premise for data security.  The table also represent 

that 10% kept their data in his own bank office. Here, system also seems to be 

secured. 
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Table: 6.3.22 Percentage distribution about checking of spe cific software 
security system  

Do you think that IT audit team checks banking specific software security system 

(e.g. Officers’ User name and password nomination, cancelation, password 

change timely, database security, network security etc.)? 

 Frequency Percent Valid Percent Cumulative Percent 

Valid Yes 50 100.0 100.0 100.0 
 

The result illustrates that 100% respondents specified IT audit team checked 

banking specific software security system. So, the system seems to be secured. 

Table: 6.3.23  Percentage distribution about checking of branch daily 
transaction list  

Do you check daily transaction list of branch after transaction? 

 Frequency Percent Valid Percent Cumulative 
Percent 

Yes, check by the 
officer of IT section 5 10.0 10.0 10.0 

Yes, check by the other 
officers 45 90.0 90.0 100.0 

Valid 

Total 50 100.0 100.0  
 

The result depicted that 90% employees checked daily transaction list by other 

officers and the rest 10%  checked by IT officers. 

 

Table: 6.3.24 Percentage distribution about checking of  branch daily 
transaction list  

Would you sent IT experts to monitor ATM booth/Fast Track during servicing by 

the vendor? 

 Frequency Percent Valid Percent Cumulative Percent 

Sometime 25 50.0 50.0 50.0 

Regularly 25 50.0 50.0 100.0 Valid 

Total 50 100.0 100.0  
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Table: 6.3.30 Percentage distribution about reliability of internet 
connection.  

Do you think that customers are fully satisfied about availability and reliability of 

branch internet connection? 

 

 Frequency Percent Valid Percent Cumulative 
Percent 

Partially 40 80.0 80.0 80.0 

Fully 10 20.0 20.0 100.0 Valid 

Total 50 100.0 100.0  
 

Above table result shown that 80% customers are partially satisfied regarding 

availability and reliability of branch internet connection and the rest 20% 

customers are fully satisfied about reliability of branch internet connection. 

Table: 6.3.31 Percent age distribution about existing laws and regulation 
relating to e -banking security.  

Do you think that existing laws and regulations in Bangladesh relating to e-

banking are sufficient for banking operation and maintain security? 

 Frequency Percent Valid Percent Cumulative 
Percent 

No, it can be amended or added 45 90.0 90.0 90.0 

Yes 5 10.0 10.0 100.0 Valid 

Total 50 100.0 100.0  
 

According to 90% respondents seem it should be amended or added. So 

respondents are emphasized on amendment of laws relating to e-banking. 
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Table: Cross-tabulation of e-security (second factor authentication guarantee 

100% protection theft of user credentials) and system vulnerabilities. 

You think your system has no 
vulnerabilities at all 

 

A little bit 
vulnerabilities 

Yes, no 
vulnerabilities 

Total 

Not sure 23 0 23 

No 4 1 5 
Do you think second factor authentication 
guarantee 100% protection theft of user 
credentials 

Yes 14 4 18 

Total 41 5 46 

Chi-Square Tests for SBL  

 Value df Asymp. Sig. (2-sided) 

Pearson Chi-Square 5.630a 2 .053 

Likelihood Ratio 7.554 2 .023 

N of Valid Cases 46   

Interpretation : The Chi-square tests represent the Pearson Chi-Square statistics 

is 5.630 with degrees of freedom (df) 2 [degrees of freedom= (r-1)(c-1)=(2-1)(2-

1)=1]    and level of significance is 5%, thus the null hypothesis that the table 

variables are independent can be rejected. Thus, we can conclude that there is a 

significance association between e-security (second factor authentication 

guarantee 100% protection theft of user credentials) and system vulnerabilities. 

That is, e-security system has significant impact on e-banking vulnerabilities. 

You think your system has no 
vulnerabilities at all 

 

A little bit 
vulnerabilities 

Yes, no 
vulnerabilities 

Total 

Not sure 7 5 12 

No 8 10 18 

Do you think second factor 
authentication guarantee 
100% protection theft of user 
credentials Yes 10 10 20 

Total 25 25 50 
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Chi -Square Tests for DBBL  
 

 Value df Asymp. Sig. (2-sided) 

Pearson Chi-Square 0.166 1 0.684 

Likelihood Ratio 0.167 1 0.683 

N of Valid Cases 50   

Comment:   The Chi-square tests represent the Pearson Chi-Square statistics is 

0.166 with degree of freedom 1 and level of significance is 10%, thus the null 

hypothesis that the table variables are not independent can be accepted. Hence, 

result found that there is no significant association between e-security and 

system vulnerabilities.  

Third Hypothesis: Bankers’ commercial success significantly depends on e-

security system. 

Null hypothesis (H 0): There is no association between e-security (data is 

transmitted from one location to another) and commercial success (secured e-

banking can simultaneously minimize transaction costs, increase profit and 

reputation, gain competitiveness and accountability of bank). 

Alternative hypothesis (H 1): There is association between e-security (data is 

transmitted from one location to another) and commercial success (secured e-

banking can simultaneously minimize transaction costs, increase profit and 

reputation, gain competitiveness and accountability of bank. 

Table: Cross-tabulation of data is transmitted from one location to another and 

secured e-banking can simultaneously minimize transaction costs, increase profit 

and reputation, gain competitiveness and accountability of bank. 
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Chi -Square Tests for SBL  

 Value df Asymp. Sig. (2-sided) 

Pearson Chi-Square 6.144a 2 .046 

Likelihood Ratio 7.830 2 .020 

N of Valid Cases 50   
 

Interpretation : The Chi-square tests represent the Pearson Chi-Square statistics 

is 6.144 with degrees of freedom 2 and level of significance is 5%, thus the null 

hypothesis that the table variables are independent can be rejected. Thus, we 

can conclude that there is a significance association between e-security (physical 

security of branch computer and other digital devices and with each and every 

mentioned core risks mentioned above. 

ICT (e-banking) security system has relationship with 
each and every mentioned core risks (i.e. ICT security 
risk, Internal control and Compliance risk, Assets - 
Liability risk, Money Laundering risk, Credit risk, 
Foreign Exchange risk and Environmental risk 

 

Little bit Yes, strongly 

Total 

When problem 
occurred 4 17 21 

After 6 months 1 3 4 

Do you clean and check 
(physical security) 
branch computer and 
other digital devices 
regularly Regularly 5 20 25 

Total 10 40 50 

 
Chi -Square  Tests  for DBBL  

 Value df Asymp. Sig. (2-sided) 

Pearson Chi-Square 0.104a 2 0.850 

Likelihood Ratio 0.106 2 0.823 

N of Valid Cases 50   
 

Comment:   The Chi-square tests represent the Pearson Chi-Square statistics is 0.104 

with df 2 and level of significance is 10%, thus the null hypothesis that the table 

variables are not independent can be accepted. Hence, result found that e-security 

has no significant influence on each and every mentioned core risks of bank. 
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X3 = What type of network you use in delivering your services to the customer? 

X4 = Are you use network protocol security suit like IPSec or SSL or any digital 

certificate? 

X5 = Any recovery tools (e.g. Acornis) are installed in bank PC 

X6 = Your data is transmit from one location to another as 

X7 = Data backup is taken regularly 

X8 = Customer can get access easily in your computer enclave 

X9 = You installed CCTV in all important branches to detect fraud and forgeries 

X10 = IT audit are conducted by 

X11 = Do you have any ICT security check list to maintain security? 

X12 = You think your system has no vulnerabilities at all? 

X13 = Do you think that security vulnerabilities have impact on your business 

profitability? 

X14 = Do you think that IT security has an impact on business image? 

X15 = Do you think secured e-banking can simultaneously minimize transaction costs, 

increase profit and reputation, gain competitiveness and accountability of bank? 

X16 = ICT (e-banking) security system has relationship with each and every 

mentioned core risks (i.e. ICT security risk, Internal control and Compliance risk, 

Assets - Liability risk, Money Laundering risk, Credit risk, Foreign Exchange risk 

and Environmental risk 
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